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Abstract: 

Maintaining data secrecy in data forwarding through cloud area in a major task at the time of data sharing. Data need to get forwarded 

in safe measure to reduce hacking and intruding process. Intrusion is performed by the user who were authorized to the enviro nment 

in term of authenticated by the cloud server. The intruders hack the data from the cloud area at the time of data forwarding from CSP 

to cloud server. These type of hacking and intrusion are overridden by explo iting various technologies in the past one. The method 

used before will start work from uploading the data to the CSP and it get forwarded to the Cloud server. Cloud server work for data 

forwarding and downloading of the user from the cloud server through CSP. The CSP work for the concern of the security that n eed to 

provided for the data that are need to stored to the cloud server. The data security will be enabled to the data by converting the data to 

non-retrieval format. The data only can be retrieved by the data owner who uploaded the data to the cloud server through CSP.  

 

I. INTRODUCTION 

 

The method used before will start work from up loading the data 

to the CSP and it get forwarded to the Cloud server. Cloud 

server work for data forwarding and downloading of the user 

from the cloud server through CSP. The CSP work for the 

concern of the security that needs to provide for the data that are 

need to stored to the cloud server. The data security will be 

enabled to the data by converting the data to non-retrieval 

format. The data only can be retrieved by the data owner who 

uploaded the data to the cloud server through CSP.  

 

Cloud computing service categories  

Although cloud computing has changed over time, it has been 

divided into three broad service categories: infrastructure as a 

service (IaaS), platform as a service (PaaS) and software as a 

service (SaaS). IaaS providers, such as AWS, supply a virtual 

server instance and storage, as well as application program 

interfaces (APIs) that let users migrate workloads to a virtual 

machine. Users have an allocated storage capacity and can start, 

stop, access and configure the VM and storage as desired. IaaS 

providers offer small, medium, large, ext ra-large and memory- 

or compute-optimized instances, in addition to customized 

instances, for various workload needs. In the PaaS model, 

providers host development tools on their infrastructures. Users 

access these tools over the internet using APIs, web portals or 

gateway software. PaaS is used for general software 

development, and many PaaS providers will host the software 

after it's developed. Common PaaS providers include Salesforce. 

com's Force.com, AWS Elastic Beanstalk and Google App 

Engine. SaaS is a distribution model that delivers software 

applications over the internet; these applications are often called 

web services. Microsoft Office 365 is a SaaS offering for 

productivity software and email services. Users can access SaaS 

applications and services from any location using a computer or 

mobile device that has internet access. 

II. RELATED WORK 

 

One promising approach to protect the security of the data stored 

in cloud computing is to encrypt these data with normal 

asymmetric encryption owning to the elimination of 

cumbersome key management in the symmetric encryption. To 

share storage with many other members in the group, the data 

owner needs to download and decrypt the requested data, and 

further re-encrypt it under the target user’s public key. In this 

way, normal public key encryption cannot be regarded as the 

best candidate to achieve the goal of confidentiality since extra 

computation cost and communication overhead have been 

introduced to the data owner, which contradicts the motivation 

of cloud computing. Another way to think of is to allow data 

owners to define access policies and encrypt the sharing data 

with the attribute-based encryption under the access policies 

where only authenticated users whose attributes matching these 

policies can decrypt the ciphertext. Proxy re-encryption (PRE), 

initially introduced by Blaze, Bleumer and Strauss, enables a 

semi-trusted proxy to transform a ciphertext encrypted under the 

public key of delegator into another ciphertext under the public 

key of delegatee without leaking the underlying encrypted 

messages or private keys of delegator/delegatee to the proxy. 

This special kind of public key encryption seems to be an 

optimal candidate to ensure the security of sharing data in cloud 

computing. The highly decentralized informat ion accountability 

framework to keep track of the actual usage of the users’ data in 

the cloud. In particular, we propose an object-centered approach 

that enables enclosing our logging mechanis m together with 

users’ data and policies. We leverage the JAR programmable 

capabilit ies to both create a dynamic and traveling object, and to 

ensure that any access to users’ data will t rigger authentication 

and automated logging local to the JARs
[1] 

The patient-centric 

 

Research Article                                                                                                                              Volume 7 Issue No.3   



International Journal of Engineering Science  and Computing, March 2017         5667                                                                       http://ijesc.org/ 

framework and a suite of mechanisms for data access control to 

PHRs stored in semitrusted servers. To achieve fine-grained and 

scalable data access control for PHRs, we leverage attribute-

based encryption (ABE) techniques to encrypt each patient’s 

PHR file
[2]

. Different from previous works in secure data 

outsourcing, we focus on the multip le data owner scenario, and 

divide the users in the PHR system into mult iple security 

domains that greatly reduces the key management complexity 

for owners and users.
[2] 

A simulation is performed using AODV 

routing protocol in NS2 to study the hurdles involved in 

providing a secure and trustworthy data transfer between the 

vehicular nodes. The data analysis is done based on the results 

collected from the simulat ion environment
[5]

. The data’s are 

traced out to find the absolute details of the network. Finally, the 

graphs are plotted for Throughput of dropped packets and 

Throughput of packets generated
[5]

. A secure and privacy-

preserving protocol based on group signature and identity (ID)-

based signature techniques
[3]

.We demonstrate that the proposed 

protocol cannot only guarantee the requirements of security and 

privacy but can also provide the desired traceability of each 

vehicle in the case where the ID of the message sender has to be 

revealed by the authority for any dispute event. Extensive 

simulation is conducted to verify the efficiency, effectiveness, 

and applicability of the proposed protocol in various application 

scenarios under different road systems
 [3]

. 
 

III. METHODOLOGY 
 

In this approach, the user can not access or share the data from 

the cloud without the knowledge of the data owner.The data 

owner first encrypt the data and send the data to the CSP with 

the semi decry-pt key. The CSP receives the file  with semi-

decrytp key and partially decrypt the data with the help of that 

key. The data once get partially decrypted with that key is once 

again encrypted by the CSP. The CSP send the re-encrypted data 

to the cloud server and the data owner as the same. The data user 

who were requesting for the data in the cloud server send request 

to the CSP. The CSP forward the request to the concern data 

owner, the data owner check for authentication of the data user 

and process the request. The request at the data owner side gets 

processed by approving the requesting in the data owner side. 

Once the request get accepted by the data owner side the CSP 

issue the partial decrypt key to the data user. Making use of the 

partial decrypt key the data user partially decrypts the data and 

forward it to the data owner through CSP. The data owner 

receives the file and compares  the file with the file once it get 

forwarded from the CSP at the time of data upload. If the file  

matches the file at the data owner side then the data owner 

forward original key for full data decryption making use of the 

key the data user can retrieve the original file through CSP. The 

file need to get forwarded to the CPS once it get encrypted by 

the data owner. The data owner forward the data with the partial 

decrypt key so that the CSP can decrypt the data partially only. 

The data secrecy is maintained with the term of the original data 

only maintained at the data owner knowledge. 

 

ARCHITECTURE DIAGRAM:

 
Figure.1. Architecture Diagarm 

 

IV. RES ULTS  

 

The data owner encrypts the data and sends the semi decrpt key 

to the CSP(cloud service provider). The CSP decrypts the data 

with the semi decrypt key and then the same data is encryptred 

and stored in the cloud. 
 

 
 

The data user requests the data to the CSP. The verifies the user 

and provides the access to decrypt the data. For decryption the 

data user needs to get semi decrypt for accessing the data from 

the cloud.   
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The data user sends the key request to the data owner. As soon 

as the data owner accepts the request ,the owner will provide the 

semi-decrypt key to the data user. After receiving the semi-

decrypt key the data user will decrypt the data and get the 

original information.  

 

 
 

V. CONCLUS ION 

 

The type of data forwarding in a secure is a major concern in 

cloud environment. The methodology or technique used should 

concern the security as a huge one. The data sharing occur via 

CSP work on quality of service. The quality in term of CSP 

depends upon secrecy maintain at the server s ide, CSP concern 

of security in term of providing proxy re-encryption technique to 

the data owner who were looking for the data upload to the cloud 

server. 
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